School Cyber Security Health Check Checklist

Use this checklist to get a quick overview of your school or MAT’s cybersecurity posture. Tick what
you already have in place and highlight areas that need attention.

Step 1 — Cyber Security Health Check

Network, Servers and Cloud Services

1 We have an up-to-date network diagram.

L] Firewalls are configured and regularly reviewed.

[] Servers (on-prem or cloud) are supported and fully patched.

[J Key cloud services (e.g. Microsoft 365 / Google Workspace) are configured with security
best practices.

Access for Staff and Students

[ Staff accounts are separate from pupil accounts.

[J Admin accounts are only used for administration tasks.
[ Staff and pupils use unique logins (no shared accounts).
[J MFA is enabled for staff where possible.

Backups, Patching and Endpoint Protection

[J Regular backups are taken of critical systems and data.

[J Backups are stored securely and tested at least once a year.

[] Operating systems and applications are patched regularly.

L] Antivirus/EDR is installed and reporting correctly on all key devices.

Policies and Procedures

[] We have up-to-date acceptable use policies for staff and students.

[J We have a written incident response procedure.

[] Staff know how to report a suspected cyber incident.

[] Our Data Protection and Safeguarding policies reference cyber security.

Space for notes:
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Step 2 — Roadmap and Priorities

We have identified our top 5 cyber security risks.

Quick wins have been scheduled this term.

Medium-term improvements are planned over the next 12 months.

Budget has been allocated for key security improvements.

For MATs: a common baseline standard has been agreed upon for all schools.
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Space for notes:

Step 3 — Ongoing Monitoring and Support

Security alerts are actively monitored (by internal IT or a partner).
Regular patching and maintenance windows are agreed upon.

Logs and reports (e.g. from 365/Google, firewalls, AV) are reviewed.
Staff receive regular refresher training on cyber security.

We review our cyber security posture at least once a year.
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Space for next steps:

Need help working through this checklist?

Classroom365 is Cyber Essentials Plus certified and specialises in cyber security for schools and
MATSs.

Tel: 020 7952 5308

Email: cybersecurity@classroom365.co.uk

Web: https://www.classroom365.co.uk/cyber-security-for-schools/

Classroom365 Limited, Crampton Primary School, lliffe Street, London SE17 3LE
Tel: 020 7952 5308 / Email: info@classroom365.co.uk / VAT No: 383709664 / Reg in England and Wales No:13179526



